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Risks With the Use of Artificial Intelligence
(Al) in Senior Living and Care

Artificial intelligence (Al) is transforming health care, including senior care, by improving predictive capabilities
and enhancing decision-making processes. However, the rapid integration of Al in these settings also brings a
spectrum of risks that require strategic management. This white paper outlines key concerns and recommended
practices to address risks associated with the use of Al in senior care environments.

Regulatory Landscape and Guidelines

Recent regulatory movements indicate increasing scrutiny on Al. The Biden administration has issued
guidelines for Al use in healthcare, and California is drafting regulations with requirements for transparency and
resident privacy. The European Economic Union recently introduced standards to manage Al risk and promote
transparency. As Al continues to evolve, regular updates to guidelines and regulations are anticipated.

Key Risks in Al Implementation for Senior Care

1. Operational Challenges and Staff Training

o Skills Gap: The effective use of Al in senior care requires staff to understand and interact with Al technology
confidently. Training is crucial to ensure they can assess Al-generated information accurately.

e Human Oversight: Al outputs in health and care fields require human review to detect potential inaccuracies,
ensuring Al serves as a supportive tool rather than an autonomous decision-maker.

2. Strategic Integration of Al

o Interoperability: Poorly integrated Al solutions can create siloed systems that do not communicate effectively,
increasing staff workload rather than streamlining it.

» Strategic Planning: Organizations should adopt a deliberate approach to Al adoption, prioritizing technologies
that align with operational goals and integrate with existing systems.

3. Data Privacy and Confidentiality

» Privacy Risks: Al applications often require resident-specific data, raising concerns under HIPAA. Effective
security measures should be in place to protect sensitive information.

o Liability for Data Breaches: Privacy breaches involving Al remain the organization’s responsibility, even when
using third-party vendors. California regulations are set to mandate notifications to residents when Al is used
in their care.

4. Security Vulnerabilities

o Risk of Hacking: Al systems introduce additional cybersecurity risks. Organizations should assess and
strengthen the security frameworks of any Al platform before deployment to prevent unauthorized access to
sensitive data.



5. Bias and Discrimination

» Algorithmic Bias: Al algorithms can perpetuate gender and racial biases, which may affect HR and care
decisions. Organizations should perform due diligence on Al products and conduct periodic audits to detect
unintended biases.

« HR Compliance: The Equal Employment Opportunity Commission (EEOC) has issued guidelines to help
address discrimination risks inherent in Al applications.

6. Intellectual Property and Copyright Issues

o Third-Party Content Risks: Al-generated content may infringe on third-party copyrights, potentially
exposing organizations to litigation. Contracts should include clauses indemnifying the organization from
claims of infringement.

7. Accuracy and Ethical Concerns

o Reliability of Al Outputs: Al can produce incomplete or misleading information, necessitating human
discernment before acting on its recommendations. Triaging Al outputs with trained medical staff mitigates
ethical concerns and potential errors.

8. Data Storage and Accessibility

o Data Retention: The transient nature of Al-generated data may pose challenges for retrieval and ¢
ompliance, especially in litigation. Organizations should establish policies for data retention to maintain
accessible records.

Risk Management Strategies

To effectively integrate Al in senior care while mitigating risks, a comprehensive risk management strategy is
essential:

e Training and Skill Development: Regular training ensures staff can operate and interpret Al systems
effectively, fostering a collaborative environment between Al technology and human oversight.

o Privacy and Security Protocols: Implement robust security systems for data handling and adhere to privacy
regulations like HIPAA.

o Bias Assessment and Audits: Conduct initial and ongoing audits of Al systems to identify and address
potential biases.

o Legal Safeguards: Negotiate contracts that include indemnification clauses and review intellectual property
rights associated with Al-generated content.

» Strategic Planning: Develop a clear roadmap for Al integration that aligns with clinical and business
objectives, ensuring that Al adoption is a well-coordinated effort.

Al presents transformative potential for senior care, from enhancing predictive capabilities to supporting timely
care decisions. However, a strategic approach to Al integration is necessary to navigate associated risks. With
comprehensive policies, training, and security measures, organizations can capitalize on Al advancements while
protecting resident privacy and upholding care standards. As the senior care industry evolves, proactive Al
adoption and risk management will be key differentiators in a competitive landscape.

CONTACT:

David Thurber
SVP, Legal
david.thurber@cacgroup.com

About CAC Group

CAC Group is a leading insurance broker and advisor that provides expertise and placement capabilities across the . -
spectrum of insurance and capital markets. The entity comprises CAC Specialty, an industry-leading specialty broker,

CAC Agency, a P&C, personal lines and employee benefits broker, and CAC Capital, a structured solutions group that GROUP

specializes in the convergence of insurance and capital markets. Collectively, CAC Group serves large corporations,
small-to-medium enterprises as well as individuals.

Copyright 2024 CAC Group | cacgroup.com 7797483840



